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— Abstract —

The combination of free spectrum, effi cient channel coding and cheap interface hardware have made 802.11-based access 
networks extremely popular.  For a couple hundred dollars a user can buy an 802.11 access point that seamlessly extends 

their existing network connectivity for almost 100 meters.  As a result, the market for 802.11-based LANs exceeded $1 Billion 
in 2001 and includes widespread use in the home, enterprise and government / military sectors, as well as an emerging market 
in public area wireless networks.  However, this same widespread deployment makes 802.11-based networks an attractive 
target for potential attackers.  Indeed, recent research has demonstrated basic fl aws in 802.11’s encryption mechanisms and 
authentication protocols — ultimately leading to the creation of a series of protocol extensions 
and replacements (e.g., WPA, 802.11i, 802.1X) to address these problems.  However, most of the 
previous work has focused primarily on the requirements of access control and confi dentiality, 
rather than availability. 

In contrast, this work focuses on the threats posed by denial-of-service (DoS) attacks against 
802.11’s MAC protocol.  Such attacks, which prevent legitimate users from accessing the network, 

are a vexing problem in all networks, but they are particularly threatening in the wireless 
context.  Without a physical infrastructure, an attacker is afforded  considerable fl exibility in 
deciding where and when to attack, as well as enhanced anonymity due to the diffi culty in 
locating the source of individual wireless transmissions.  Moreover, the relative immaturity of 
802.11-based network management tools makes it unlikely that a well-planned attack will be 
quickly diagnosed.

This poster explains three of the principal contributions of this work.  First, we provide an 
overview of vulnerabilities in the 802.11 management and media access services that are 

vulnerable to attack.  Second, we implement two important classes of denial-of-service attacks 
and investigate the range of their practical effectiveness.  Finally, we describe, implement, and 
evaluate non-cryptographic countermeasures that can be implemented in the fi rmware of existing 
MAC hardware. 

— The Deauthentication Attack Explained—

The 802.11 standard requires all client nodes in a network to associate 
with an access point before transmitting data.  Association involves 

two state transitions, pictured to the right.  In addition to the forward 
transitions there is a backward transition, call deauthentication.

The deauthentication transition is not verifi ed in any way, shape, or 
form.  The access point that receives the request blindly honors it, 

leaving that transition ripe for exploitation by an attacker.  The following 
series of fi gures shows how an attacker can take advantage of this 
situation to mount a denial-of-service attack on 802.11 infrastructure 
wireless networks.
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Step 1: The victim initiates authentication with the access point.  The attacker stalks his prey.

Step 2: The victim completes authentication with the access point. 
The attacker continues stalking.

Step 3: The victim initiates association with the access point.  The attacker still stalks.

Step 4: Association completes.  The victim is now ready to send data, but...

Step 5: The attacker quickly pounces by sending a deauthentication request on “behalf” 
of the victim, forcing the victim to revert to the initial state unable to send data.

0

100

200

300

400

500

600

700

800

P
a
c
k
e
t
s

Seconds

Attack Window 1 Attack Window 2

Key:     Attacker     WinXP     Linux Thinkpad     Linux iPaq     MacOS X

0

100

200

300

400

500

600

700

800

P
a
c
k
e
t
s

Seconds

Key:     Attacker     WinXP     Linux Thinkpad     Linux iPaq     MacOS X
Attack Window 1 Attack Window 2

Figure 2, above: Evaluating the Deauth Attack

The above graph depicts two actual deauthentication attacks.  In the 
fi rst attack only a single machine was targeted, the MacOS X machine.  

The attacker was able to completely stop that machine from generating 
network traffi c without adversely effecting the other machines using the 
network.  In the second attack interval all machines on the network were 
attacked.  Virtually all of the traffi c from those nodes was stopped, as seen 
in the graph.  The WinXP machine was able to transmit a few packets due 
to a race condition in our implementation of the attack, but these packets 
weren’t accomplishing any actual communication.  Even though this graph 
shows just a single experiment, we have performed many other tests of 
the deauthentication attack.  In all cases the attack has been successful at 
shutting down the victim, or in some cases the set of victims, targeted.  

—Defending against the Deauthentication Attack—

Our proposed defense against the deauthentication attack is straightforward.
An access point, upon receiving a deauthentication request, places it on a wait 

queue for a certain period of time.  If time expires and no other traffi c from that 
node has been seen, the request is honored and the node deauthenticated.  On 
the other hand, if traffi c from that node is seen before time expires, the request 
is dropped and not honored.

—The NAV Attack Explained—
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Figure 1:
Nodes must be associated before sending data,
which requires the transitions depicted above.
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Defense Step 1:  A deauthentication packet is received, either from the 
attacker or the victim, and is placed in a wait queue.

Defense Step 2a:  If a legitimate packet is received from the victim
the deauthentication packet is discarded.

Defense Step 2b:  If no legitimate packet is received from the victim
before time expires, the deauthentication is honored.

The graph below shows our evaluation of the deauth defense.  We 
hardened an access point in the lab and duplicated the experiments we 

performed to get fi gure 2.  In both instances the attack was unsuccessful, 
demonstrating the viability of our defense.

Figure 3, below: Evaluating the Deauth Defense

—Evaluating the Deauthentication Attack—
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Figure 4: A time line showing how NAV is legitimately used to implement the RTS/CTS functionality.

Figure 5: Another time line showing how NAV can be exploited to DoS the wireless network.

Figure 6: Our defense strategy imposes reasonable NAV limits.  Note the boxes are not to scale.

Figure 7: A graph show the effectiveness of the NAV attack, as simulated by NS2.

Figure 8: A graph show the effectiveness of the NAV defense, as simulated by NS2.


