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Abstract

To demonstrate the applicability of the mobile agent technology in supply chain
management, we developed a prototype system which makes use of a wireless network
link, the global positioning system, and mobile agents. The system demonstrates the
workability of this combination of technologies in an industrial application.
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1. Background

Mobile agent has been called a technology in need of a“killer app(lication)”. Although
the notion of transportable computer programs or mobile code (see Figure 1) has been
around for some time, the deployment of the technology remains extremely limited.
While there is an abundance of proposed application of the technology [1, 2], ranging
from network management to e-commerce, such applications continue to exist mostly in
the realm of research.
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Figure 1. The maobile-agent distributed computing paradigm

The experimental system described in this paper is meant to provide a proof of concept,
in an attempt to bring the deployment of the technology one step closer to redlity.

The appeal of mobile agent as a distributed computing paradigm, especially in contrast to
the conventional client-server paradigm, is not in question and has been widely
documented (see [5, 6], for example). That its deployment has not been widespread is
attributable to a number of factors, chief of which isthat “(t)hereisno ... application that
can only be implemented with this paradigm’[5], and hence there is no overpowering
reason for the paradigm to displace the more established paradigms such as client-server.
On the other hand, one of the best justifications for using mobile agent is that the
paradigm is especialy appropriate for computing on networks involving wireless links.
Thisis so because with proper implementation, mobile agents

allow efficient and economical use of communication channels which may have

low bandwidth, high latency, and may be error-prone.



enable the use of portable, low-cost, personal communications devices to perform
complex tasks even when the device is disconnected from the network.

Another attractive property of the paradigm isthat it allows an application to be truly
distributed, in as much as that the tasks involved in an application, embodied in a mobile
agent, are carried out on participating systemsin atruly decentralized fashion.

With these properties in mind, we set out in search of an industrial application which
makes the best use of mobile agents, and settled on supply-chain management [3]. The
ideais described in [4], where we proposed using mobile agents to monitor shipments of
goods in transit and to update the inventory at participating systems. The idea has been
extended in a system proposed in [7].
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Figure 2. Using mobile-agentsto monitor shipments

Figure 2 illustrates our vision of the application proposed in [3]. In the diagram, a
supplier warehouse launched two mobile agents, one each for two shipments carried by
separate shipping vehicles. Each mobile agent is responsible for tracking the progress of
the shipment that it is charged with, and to report the status to all partiesinvolved. Inthis
case, agent 1 carries with it an itinerary comprised of the supplier warehouse, the
shipping vehicle, warehouse for store 1, and warehouse for store 2; meanwhile, agent 2 is
charged with circulating among the originating warehouse, shipping vehicle 2, and the
warehouse for store 3. The agents make their voyages separately and independently.
Each time a mobile agent visits the onboard computer on the shipping vehicle, it obtains a
reading of the vehicle's current location via the Global Positioning System (GPS). It
then carries this information to the other stops, at each of which the information may be
displayed to inform the humans of the progress of the shipment. Additionally, the mobile
agent can interoperate with the inventory system of each warehouse to dynamically
update the inventory to reflect the arrival or departure of goods in the shipment.

The most innovative aspect of the proposed system is the complete decentralization of the
monitoring of the shipments. In our vision, each shipment is monitored by a separate
mobile agent, each of which is dedicated as a “sitter” for the shipment, performing
customized actions for the voyage it is charged to make.



2. Thee-Delivery system

To experiment with the proposed system architecture, we designed and implemented a
prototype system termed e-Delivery in [4]. The system is depicted in Figure 3.

In the system, stationary I nternet-connected computer systems play the role of warehouse
computers. A Déll Inspiron 3500 laptop computer serves as a computer onboard a
shipping truck. Thislaptop is equipped with an ORINOCO Wireless silver PC Card [8]
for Internet connection, and a Magellan GPS 315 Satellite Navigator[9] for mobile
positioning.

For our experiment, we configured the wireless adapter for the laptop to be part of the
wireless network on our campus, which is connected to the Internet. Three campus
locations with distinctive GPS coordinates were identified so that they serve as our
warehouse sites (see Figure 4).
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Figure 4. The“warehouse” sites
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3. The eDelivery Software Architecture
The eDelivery system is comprised of agent creators and agent servers, described below.

3.1 Agent Creator
This pat of the sysem, illustrated in Figure 5, is responsble for the cregtion and
configuration of eDéelivery mobile agents.

Agent Creator .
Remote
Start Host
Server Manager

Remote

Server
Agent Creator r -» >
1
&
1
Data Agent
H Itinerary Creator }—b T
-
Briefcase
Shipment | .| | |
Creator [ | |

Figure 5 Agent Creator Block Diagram

The agent creator provides the functionalities for a user to create and configure a mobile
agent prior to itslaunching. Essentially, it supplies the information to be carried by the
mobile agent. Thisinformation is comprised of four sub-components encapsulated into
one main component, the agent’s briefcase. An agent’s briefcase is an object that can
store, edit and retrieve the following data elements:
- Itinerary

Shipment list

Action list

Message list

| dentification data

Itinerary. This element isalist of remote hosts that the agent will need to visit to
accomplish its mission. This includes the mobile host onboard the delivery vehicle (the
truck), and the supplier’ s host (the home host).

Shipment List Thiselement contains the list of orders and shipped items associated with
the shipments to be monitored by a mobile agent on one particular trip. The agent will be
responsible for tracking and monitoring the shipments until they reach the destination
warehouse, at which time the destination’ s inventory will be automatically updated to



reflect the delivery. The shipment list contains data such as customer’s name, location,
host name, orders shipped, etc.

Action List. Thislist includes a set of instructions that the agent isto perform at every
remote host. Thislist of actionsis additional to the internal functionalities of the agent,
and can be customized to meet the specific needs of a particular delivery trip.

Message List. Thislist can be configured to include a customized message to be
delivered by the agent to individual hosts on the itinerary list.

Identification Data. This subcomponent contains dentification information of the agent.
Such information includes the ID, date of birth, and the creator of the agent. This
information is encapsulated in the briefcase as opposed to embedded in the agent itself
for areason: Inthe event that the agent cannot continue its journey (due to system
failure, for example), a“briefcase-less’ agent can be created and dispatched to take the
place of the “disabled” agent. With the proper authorization, the backup agent can
simply retrieve the briefcase of the “disabled” agent, assume its identity, and continue
with the mission until its completion.

3.2 Agent Server

The agent server is a software component which runs on each participating system. Its
main purpose is to play host to a visiting mobile agent. Its functionalities, illustrated in
the shaded areain Figure 6, include (i) the authentication of the visiting agents, so that
access to the server can be restricted to only certain type of agents, and (ii) allowing the
agent to contact the next host on the agent’ sitinerary and transport itself toit. In
addition, the agent server on the mobile host onboard the delivery vehicleis also
responsible for obtaining the GPS coordinates of the vehicle and relaying it to the
visiting mobile agent.

3.3 The Mobile Agent

The mobile agent (shaded in Figure 6) contains the data elements (itinerary,
identification, etc.) previoudly described, and possesses the logic for displaying messages,
reporting shipment status, updating inventory systems, and, while visiting the onboard
host, obtaining the vehicle's current GPS position.

Figures 7-10 illustrate the user interface provided by e-Delivery. Figures 7 illustrates the
user interface for creating and launching an agent. Figure 8 is the interface provided for
the agent creator to specify the contents of the shipment to be monitored by the agent.
Figure 9 is the interface for specifying the itinerary for the agent. Figure 10 isa screen
capture of the display on a agent host, which contains information about a visiting agent,
as well as amap showing the progress of a shipment en-route.
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Figure 10 A Snapshot of the agent-server screen during the e-Delivery demo

The prototype e-Delivery system was demonstrated successfully in June, 2001 [11].
Figure 10 shows a snapshot of the screen on one of the agent servers during the demo.
Displayed on the screen is the status of the shipment en-route, as reported by the mobile
agent. The status may be reported in text mode, or, aternative, displayed in graphic
mode in the form of a map showing the current location of the shipment. The system aso
successfully interacted with the inventory management systems at each stop when goods
are delivered.

4. LessonsLearned

The e-Délivery prototype system has convinced us that the mobile agent is a viable

technology. Our experience shows that implementing an application using this

technology is manageable. The technology lends itself especially well to object-oriented
design and programming.

There are anumber of technical issues that remain to be investigated. Among the issues

are listed below.

0 Our implementation relies on Java and its network support. Hence all participating
systems must host a Java Virtual Machine and the extensive Java network class
library. Requiring full Java support precludes the participating of smaller computers,
including handheld computers and personal digital assistants.

0 System security is awell-known concern for mobile agents. A remote host which
allows a mobile agent to visit opens itself to the potential of security breaches. Our
prototype system provides a smple identification scheme to screen out possibly



malicious agents. In actual deployment, a more sophisticated scheme will need to be
in place. Likewise, an agent is also subject to security breaches from malicious agent
hosts, and needs to be protected as well. Fortunately, much work has been done in
security in mobile-agent systems [10], and some of which should be adoptable for our
system.

o For alarge-scale deployment of a system such as e-Delivery, a wireless network
connection must be sustainable throughout a delivery trip. (In our demo system, the
range of operability was limited to that covered by our campus wireless network.)

0 It remainsto be seen how well the system functions if a large number of mobile
agents are deployed concurrently.

Conclusion

This paper presented a working prototype system which illustrates the deployment of
mobile agents in an industrial application. With further progressin software and in
wireless network coverage, we believe that the application is commercialy viable.
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